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INTRODUCTION

The smart city is critical for sustainable urban
development. It could alleviate many critical
problems accompanying the current overwhelm-
ing urbanization process, for example, traffic
jams, environment pollution, and natural
resource limits. A smart city features the utiliza-
tion of information and communication technol-
ogy (ICT) infrastructure, human resources,
social capital, and environment resources for
economic development, social/environmental
sustainability, and high quality of human life.

From a technological view, smartness means
understanding, learning, and self-awareness.
Analysis and mining of sensed data from dynam-
ic cities is an inevitable step toward making a
city smart. Traces provide important informa-
tion on the mobility of moving objects (e.g.,
humans and vehicles). It is becoming easily
available in indoor and outdoor environments
due to the prevalence of the global positioning
system (GPS) and other localization technolo-
gies. A trace, generated by a moving object, is
usually described by a temporal sequence of
spatial points with their timestamps. It is simple,
but conveys underlying information on people
and cities, such as traffic, human activity, and
social events. Trace analysis and mining can
exact and reveal inherent information or knowl-
edge about a city and its people. It will benefit
broad applications, such as transportation,
urban planning, public health, public security,
and commerce. 

A general framework of trace mining for

smart cities is illustrated in Fig. 1. There are
massive moving objects in a city (e.g., humans,
animals, vehicles, cargo, goods, and trash). Vari-
ous kinds of ubiquitous sensors in the city can
collect different types of traces of them. The
trace data can then be input for mining to char-
acterize knowledge about mobility, people, and
the city. Finally, applications can exploit the
knowledge mined to make them smarter in dif-
ferent domains of a smart city.

TRACE DATA
How can trace data of massive moving objects
be collected in a city? Currently, many sensors
and devices could be used to detect and report
location information. According to the types of
sensors and devices, the main sources of trace
data can be grouped into four categorizations:

Mobile devices: Mobile devices, such as
phones and pads, are becoming ubiquitous. Such
portable devices could provide diverse location
data with the help of GPS, WiFi, GSM, and
Bluetooth. Usually, trace data of mobile devices
approximately reflects traces of their owners.

Vehicles: Nowadays more and more vehicles
are equipped with GPS devices for navigation
services. A vehicle’s GPS traces depict not only
the trajectory of the vehicle itself, but also that
of its driver and passengers. Traces of private
and public vehicles usually have different privacy
requirements.

Smart cards: Bank cards and transportation
cards are two kinds of typical smart cards in a
city. Each consumption activity with a smart card
is associated with a swiping machine, whose
location is usually fixed.

Floating sensors: An object equipped with a
localization module can report traces of itself,
such as trash tracking [1] and traces of cargos
with radio frequency identification (RFID) tags.
These floating sensors enable trace data collec-
tion for various kinds of moving objects.

The semantic meaning of trace data depends
on localization technology. The commonly used
localization methods for generating trace data
include GPS, WiFi, GSM, Bluetooth, and RFID.
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We compare them in Table 1 according to the
four properties of trace data [2]:
• Reference, which defines whether the data is

an absolute location (e.g., 30°12’45’’N,
120°10’19’’E) or a relative location (e.g. the
identity of a moving Bluetooth detected by
a phone)

• Expression, which describes whether the
trace is a physical location (e.g. 30°12’45’’N,
120°10’19’’E) or a symbolic location label
(e.g., Zhejiang University, Hangzhou)

• Precision, the precision of each location in
the trace data

• Coverage, the valid range of the method

RESEARCH ISSUES
Trace data implies the underlying patterns and
laws of mobility in human society. It is also
embedded with rich information on humans
(e.g., human activities, social events, and social
relationships) and cities (e.g., the semantics of
regions and the dynamics of a city). Meanwhile,
trace information may raise privacy issues. This
article classifies the research issues of trace min-
ing into the following six categories (Fig. 2).

MOBILITY: PATTERNS, MODELS, AND
PREDICTION

A single individual’s trajectory appears as a ran-
dom motion but actually has inherent patterns.
For example, the step size of an individual’s
movement is power-law distributed [3]. For mul-
tiple individuals, measurement of their charac-
teristic distances such as radius of gyration can
also be approximated with a truncated power-
law. Understanding those patterns that govern
human mobility is a fundamental research issue.
However, existing work mostly focus on low-
level patterns such as step size and orientation.

The absence of a generally accepted mobility
model to explain those patterns is a major chal-
lenge for mobility analysis. For human mobility,
various data sets (e.g., bank note and mobile
phone data) seem to agree on the hypothesis
that human mobility can be approximated with
the Levy flight model or continuous-time ran-
dom walk (CTRW) model. However, such

approximations may conflict with empirical data
in details such as the number of significant loca-
tions and visiting frequency. This contradiction
may be due to missing two generic mechanisms
in traditional models: exploration and preferen-
tial return. A conceptual model that has the flex-
ibility to make future extension to include new
patterns is of crucial importance.

Despite these various mobility models, pre-
diction of human mobility remains a challenge.
Although researchers have found a 93 percent
potential predictability in human mobility [4],
transient prediction as simple as predicting the
next visited places with knowledge of historical
traces has poor results. To achieve better short-
range temporal fidelity, it is necessary to consid-
er the periodic modulations and spatial
correlations that constrain human mobility when
making predictions.

Figure 1. General framework of trace mining for smart cities.
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Table 1. Comparison of several popular localization technologies.

Technology Data Reference Expression Accuracy Coverage

GPS Geographic coordinate Absolute Physical 1–5 meters
(95–99%) Outdoors

WiFi Access point ID + signal
strength or local coordinate Relative Symbolic/

physical 1–20 meters < 100 meters from an access
point

Cell Tower Cell tower ID + signal strength
or geographic coordinate

Relative/
absolute

Symbolic/
physical

50–200 meters
in cities

Cell coverage. 5–30km from a
cell tower.

Bluetooth Device ID Relative Symbolic Sensing range
of Bluetooth

5–10 meters for Class 1; 20–30
meters for Class 2

RFID Reader’s ID/position Relative/
absolute

Symbolic/
physical

Sensing range
of RFID

1 meters for passive RFID; 100
meters for active RFID
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HUMAN BEHAVIOR: FROM LOCATION TO
ACTIVITY AND EVENT

Human behavior is an individual’s interaction
with an environment or other individuals. Low-
level human activities, such as walking, sitting,
and standing, may be detected from trace data.
Social events, which are sets of human behav-
iors, including epidemics or organized crime,
often accompany the mobility of a crowd.

A major challenge for recognizing human
behavior is mining high-level semantics from
low-level activities. We should be able to answer
questions such as where he/she has visited, who
he/she has contacted, what he/she has done, and
where he/she will go, based on his/her trace data.
Existing machine learning techniques to recog-
nize human behavior are still limited in specific
context for specific behaviors; sophisticated
inference algorithms in certain contexts cannot
adapt to new situations. 

With the knowledge of human behaviors, we
can reconstruct the whole picture of a city and
find social events under very unusual conditions,
such as earthquakes and tsunamis, and social
events in daily life, such as popular sports games
and unexpected traffic congestion.

SOCIAL RELATION: TRACE-BASED
SOCIAL ANALYSIS

A social relation refers to a relationship among
individuals. It includes direct and indirect inter-
actions, ranging from low-level face-to-face
interaction to high-level interactions like reading
books or following traditions. Similar to online
social network data, trace data implies social
relations among individuals living in a city [5].
For example, frequent co-presence, which means
the occurrence of two or more people together
in the same place and time, indicates that those
people may have some social relation such as
classmates or colleagues.

Trace data is spatially closer to the real world
than online data because it reflects an individu-
al’s locations in the real world. Co-presence is
not the only trace-based social relation we can

define; people visiting similar places can also be
viewed to have social relations even if they do
not know each other. A major challenge for
trace-based social analysis is to find potential
social relation in trace data and construct a cor-
responding social network. Besides a traditional
social network, which involves individuals, we
may construct a social network between loca-
tions via location correlation. This makes trace-
based social analysis more flexible.

REGION CHARACTERISTICS: 
SEMANTICS AND SIGNIFICANCE

City regions are diverse in their characteristics
such as semantic functions and land usage types
[6]. Connection of regional characteristics with
traces exists since region characteristics partly
result from human mobility. For example, the
population of a scenic region during a holiday is
more than that on a workday; the activity inten-
sity of a bar region at night is higher than that in
day time. However, quantitative analysis of city
region characteristics is difficult. First, data qual-
ity may be low due to the imperfect data collect-
ing infrastructure; second, the analysis methods
devoted to region characteristics analysis are
few.

A principal way to understand city region
characteristics is to analyze hotspots, which are
critical regions in a city with significantly high
and regular activity intensity. Research on
hotspots includes hotspot discovery, representa-
tion and visualization of activities in hotspots,
mining high-level semantics of hotspots, and so
on.

CITY DYNAMICS: EXPRESSION, 
VISUALIZATION, AND EVALUATION

Trace data can be viewed as a kind of sampling
of a city and help to better understand a city’s
evolution. It reflects urban dynamic information
in many fields such as energy consumption, traf-
fic flow, epidemic spread, and urban growth.

Representation, visualization, and evaluation
are three key steps to analyze city dynamics and
develop smart city applications. A major chal-
lenge for those steps is cross-domain inference,
which comes from the heterogeneous nature of
trace data. There are many kinds of trace sources
(traces of mobile devices, vehicles, smart cards,
and floating sensors) and localization systems
(GPS, Wi-Fi, GSM, Bluetooth, and payment
records). Some of them may be composed of
symbolic location names, while others may con-
tain locations denoted by relative distance away
from a landmark. Researchers face multisource
and multimodal trace data. A joint context infer-
ence framework with full consideration of all
contexts is crucial.

PRIVACY:  DISCLOSURE AND PROTECTION
Traces, especially personal traces, contain
semantics about individual preferences, social
relations, and physical locations. The disclosure
of such information can cause consequences
“from the uncomfortable creepiness of being
watched to unwanted revelations of a person’s
activities to actual physical harm” [7].

Figure 2. Research issues of trace mining for smart cities.
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Personal identity disclosure could happen in
collecting, publishing, and utilizing trace data.
First, localization techniques may record user or
device ID and cause risks. Location by GPS is
more secure than GSM, WiFi, Bluetooth, and
RFID because centric servers do not need to
know device IDs. Second, personal identity
could be inferred from published locations, in
spite of having been removed/ anonymized from
the trace data records. Third, traces may expose
unwanted privacy information to personalized
services and applications. In such case, an
anonymizing proxy is to be trusted to store, man-
age, and protect user locations, and to communi-
cate between applications and users. The
challenges are to keep fidelity of data for appli-
cations meanwhile protecting privacy. 

METHODS FOR
TRACE ANALYSIS AND MINING

Techniques for mining trace data depend on
specific research problems. We roughly divide
the mining techniques into five classes: cluster-
ing, classification, ranking, regression, and physi-
cal statistical modeling. Some example problems
and their methods are shown in Table 2.

CLUSTERING
Clustering is for finding hotspots, querying similar
traces, mining moving patterns, and finding
objects with similar traces. It is the task of group-
ing a set of objects so that objects in the same
group are most similar. Clustering in trace analy-
sis usually has two types of objects: points and
traces. The main difference between them is that
points are in the same space such as the physical
world (of spatial points) or feature space (of fea-
tures), while traces, which are sequences of spa-
tial points, cannot be put into the  same space
directly because of different lengths (dimensions).

The most important problem in clustering is
the similarity (or dissimilarity) measure for
points or traces. For objects that lie in the same
space, typical similarity measures are Euclidean
norm, cosine similarity, and Pearson correlation.
For traces, similarity may be computed with
length of common subsequence and string edit
distance.

Based on similarity measures, lots of cluster-
ing methods have been presented:
• Hierarchical methods recursively aggregate

small and similar clusters into a larger one,
or divide a large cluster of dissimilar objects
into smaller ones.

• Partitioning methods find the best way to
partition objects into a pre-set number of
clusters.

• Density-based methods assume thatobjects
of each cluster are drawn from a certain
probability distribution and fit the distribu-
tion of objects with some mixed distribu-
tion.

CLASSIFICATION
Classification could be used to recognize individ-
ual activity, social event, and region semantics. It
is a technique that identifies the class to which
each sample belongs, with a model learned from

a training set of samples with their class labels.
For example, when recognizing individual activi-
ty from trace data, each trace is a sample, and
each type of activity is a class. Most classification
algorithms have three stages: feature extraction,
training procedure, and test procedure. The fea-
tures extracted and the models used for training
are most important for classification.

Features extracted from trace data can be
categorized into four types according to the
views of traced data.
• When trace data is viewed as a sequence of

locations, a string feature is extracted to
represent mobility.

• When trace data is treated as discrete points
or curves on the map space, a geometrical
and geographical feature is retrieved.

• When traces are aggregated according to
time and space, a time and frequency
domain feature can be calculated.

• With the location name, a semantic feature
could be inferred to recognize human
behavior and region semantics.
The models for training in classification algo-

rithms are usually geometrical or probabilistic:
• A geometrical model considers the spatial

distribution of features from different class-
es. Typical geometrical models are linear
discriminant analysis, a neural network, and
a support vector machine. 

• A probabilistic model represents the proba-
bilistic dependence between features and
categories, such as naïve Bayes, the hidden
Markov model, a Bayesian network, and a
conditional random field.

RANKING
Ranking is used to find the most desired/unde-
sirable traces, moving objects, and regions, for
example, recommending the most popular
places. It is formally defined as, given a set of
samples and their properties, designate a range
with partial order relation and use a model to
map the samples to the range for rendering the
ordered list of these samples. Ranking is widely
used for evaluating mobility patterns, finding
important persons from location-based social
networks, and recommending places.

Two important issues for ranking with traces
are finding relevant properties and designating a
range of measures with partial order. Relevant
properties of traces for ranking can be gotten
from different views of traces (e.g., location
string, geometric curve, geographic route,
sequence of semantic labels, co-presence, and
time information).

Designating a range with partial order relies
on measuring a mobility pattern, including gain
and loss (time, money, and other resources) of a
trace, and disparity among traces. For example,
ranking the best route for taxi drivers would
consider the income of a historical trace.

REGRESSION
Regression is useful for measuring trace-based
social relationships and fitting a mobility model.
It is a technique that builds a continuous function
between a dependent variable and one or more
independent variables. Regression relies on loss
function to learn a best model with least error.

Designating a range
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ment of a mobility
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The dependent variable is defined according
to the specific problem, for example, relation-
ship strength for building social relations. The
independent variables can be defined based on
characteristics of traces (e.g., co-presence fre-
quency). Usually, the loss function is the diver-
gence between the predicted value from
regression and the true value. The regression
model may be linear or nonlinear, depending on
the empirical assumption of the relationship
between variables.

PHYSICAL STATISTICAL MODELING
The availability of massive traces inspires the
understanding of human mobility. Physical statis-
tical modeling is a technique that builds and
evaluates statistical models to depict physical
laws or patterns of human mobility with charac-
teristics from concrete step length, number of
visiting places, visiting frequency, and order to
abstract visiting patterns.

The modeling process is to discover the phys-
ical phenomenon in a statistical way. Many laws
of nature are of statistical origin, and statistical
physics has been successfully applied to model-
ing. Typical models for human mobility are
power law and continuous time random walk.
The model is then trained by regression using
real-world data and evaluated by goodness of fit.

APPLICATIONS FOR SMART CITIES
How could mining trace data help smart cities?
Information about mobility is helpful for traffic
systems; learning human behavior and social
relations can benefit public health, security, and
commerce; characterizing regions and cities is
critical for urban planning. As shown in Fig. 3,
trace data mining could help a smart city from at
least five aspects, discussed below.

SMART TRANSPORTATION
In trace data analysis, vehicles could be viewed
as floating sensors. They sense and report explic-
it traffic information such as traffic conditions,

road maps, transportation supply and demand,
along with implicit information and knowledge,
such as traffic accidents, driving strategy, and
route navigation. Based on such information,
potential applications of smart transportation
could help drivers, passengers, and administra-
tion.

Monitoring of traffic dynamics. Vehicle
traces could be used to monitor traffic dynamics,
for example, construction of road map, monitor-
ing of real-time traffic flow, prediction of possi-
ble traffic jams, discovery of traffic accidents,
and alarms of improper driving behaviors.

Intelligent navigation services. They integrate
traffic condition information to recommend the
best route, given various measures other than
distance, such as time (least time-consuming
route) and energy (most energy-saving route).

Guidance for itinerary. It suggests popular
spots, hotels, and shopping malls for tourists or
citizens. Moreover, the possible time consumed
on the way is considered to recommend the best
travel route between locations.

Dynamic dispatch of public transportation
resources. Given the current and historical
human flow data, intelligent systems can predict
human flow dynamics in the near future. Fur-
thermore, it could assess whether the public
transportation supply could satisfy the future
demand and give suggestions on allocating or
dispatching public transportation resources to
balance the supply and demand.

SMART URBAN PLANNING
Urban planning is a technical and political pro-
cess concerned with the control of land use and
design of urban environments, which can benefit
from trace data [15] analysis and mining. For
instance, the visiting frequency, such as the num-
ber of pick-ups in a region of vehicles on a road,
and of patients waiting outside a hospital, is
related to land use [6]. In detail, trace data could
help urban planning in many ways:

Guiding urban planning. Trace data could
guide urban planning in solving two problems:
• How many infrastructures are required for a

region
• How to distribute these infrastructures in a

region
Visiting frequency is directly related with
demands of infrastructure. Moving patterns
could answer the second question.

Monitoring of urban land use. Previous
research has revealed the potential relationship
between visiting frequency and the region’s
social function [6]. Detailed information and
reporting of urban land use could be inferred
from massive trace data of individuals.

Evaluating urban planning. According to the
visiting frequency to infrastructures, we could
measure whether current city planning is suffi-
cient or excessive for service demands. For
example, the number of vehicles on roads could
be used to evaluate traffic planning [15].

SMART PUBLIC HEALTH
Public health could be improved by mining traces
of patients, susceptible individuals, and
unhealthy people. Patients’ traces could help to
monitor their social and physical activities relat-

Figure 3. Applications of trace mining for smart cities.
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ed to body condition. Traces of susceptible indi-
viduals are critical for understanding and con-
trolling disease dissemination. The physical
activity of unhealthy individuals, which can be
inferred from traces, could be used for persua-
sive health. In detail, these applications are:

Monitoring behaviors of patients. With help
of patients’ traces, an intelligent healthcare sys-
tem could collect important information on
patients’ behavior (e.g., frequency of going to
restrooms).

Controlling dissemination of epidemics.
Many epidemics are disseminated partly by phys-
ical proximity or contact. Such contact is gener-
ated by movement and co-presence. Massive
trace data could discover information on co-
presence and density of individuals in a physical
space, which is critical to understanding and con-
trolling epidemic dissemination.

Reducing health problems. Obesity and other
chronic conditions are becoming increasingly com-
mon, and are highly correlated with daily human
behaviors. For example, they may be caused by
long work hours with little exercise. Trace data of
individuals could help to make people healthier by
monitoring and encouraging exercise.

SMART PUBLIC SECURITY
Public security is closely related to human trace
data since public security is about individual
activity and social events in most cases. Human
traces could be used to infer lots of human
behaviors, such as occurrences of social events,
abnormal gatherings of people, misbehavior of
individuals, movement of criminals and the lost,
and behaviors of people in disaster. Based on
the human and crowd behavior information
mined from trace data, public security could be
enhanced in many aspects, for instance:

Detecting misbehavior of individuals. Most
people have routine routes every day, for exam-
ple, a repetitive pattern of travel between home
and work on weekdays. Abnormal traces could
hint at potential misbehavior of individuals.

Monitoring social events and crowd behavior.

Gathering and movement of crowds are often
accompanied by abnormal human flows, which
could be detected and monitored with massive
trace data.

Searching and tracking critical people. Pre-
dicting traces of the lost and people in disaster
could help to locate them. Traces of suspected
criminals could infer actual criminals, find gangs,
and detect insecure communities.

SMART COMMERCE
Commerce can be improved by trace mining.
For example, we could place commercial adver-
tisements in the most visited places. Trace data,
especially check-in information, is also associat-
ed with cash flow and business affairs. The main
applications of trace data for smart commerce
may include:

Location-based services. The most popular
commercial application inspired by location sys-
tems is location-based service. It includes loca-
tion-based social networking services like
Foursquare, location-based recommendation ser-
vices, driving navigation, and itinerary guidance.

Smart advertising based on human flows.
Advertisement is important for companies to
grow their business. Where and when to put
advertisements, which is critical for advertising,
depends on the flow of potential customers. Trace
data contains massive information of such flows
and could be used to improve advertising strategy.

Improving shopping services by knowledge of
consuming behaviors. Payment records reflect
interests of customers. Moreover, customers’
traces reflect their routine consuming behavior.
For example, customers’ traces in shopping malls
can depict how long they stay at a goods shelf.

CONCLUSION
Traces are a sampling of dynamics of moving
objects in the temporal and spatial dimensions.
Analysis and mining of trace data is becoming a
very promising way to discover the underlying
knowledge on human activities and city dynam-

Table 2. Samples of typical research problems and their methods.

Problem Method Instances

Laws of mobility Physical statistical
model

Power law for step length [3], continuous-time random walk for mobility model,
and regularity of mobility based on entropy analysis or visiting pattern [4]

Mining moving behavior Clustering Finding similar trajectory [8], detecting frequent traces [9]

Route recommendations Ranking Navigation [10] and itinerary guidance

Activity recognition Classification Recognition of transportation behavior [11]; daily living activities, abnormality
detection [12]

Social event recognition Classification Recognition of five events: cinema, family, music, performing arts, and sports [13]

Correlation of social networks Regression Correlation between reported friendship and co-presence [5]

Recognition of region semantics Classification Recognizing social function of regions [6] and POI labeling

Predicition in urban
transportation Regression Predicting amount of passengers, supply of public bicycles, and traffic conditions [14]
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ics. It helps well understanding of human, soci-
ety, and cities. Trace mining can be exploited in
a wide range of potential applications to make a
city smarter. Still, it remains challenging to
aggregate heterogeneous and limited trace data
into a unified view of complex and dynamic real-
world city life.
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